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Agenda

* 1 — Introduction to Attack Flow
= 2 — Using Attack Flow Builder

= 4 — Visualization
= 5 —What's New in V3?
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Approach to Flow Building

Find appropriate CTI reporting.

Annotate the report with TTPs.

Create the actions in the flow based on the TTPs.
Add additional items for context: I0OCs, assets, etc.
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Step 1: Acquire CTI
Reporting B8] o

@ 2; fortinet.com/blog/threat-researchfinfostealer-malware-formbook-spread-via-phishing-campaign... ¥

Look for an appropriate level of F:ERTINET —

technical detail and analysis.

= This training focuses on finished Infostealer Malware
intelligence from a third party... FormBook Spread via

= But you can build flows from internal Phishing Campaign - Part |
intelligence.

» Or lower-level data: alerts, events,

telemetry, etc — but this requires (
analysis to derive TTPs.

2025 THREAT LANDSCAPE REPORT )
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Step 2: Annotate TTPs

® ® m Tactics - Enterprise | MITRE X +

<« Cc 25 attack.mitre.org/tactics/enterprise/ & O3 ®  Finish update :

MITRE | ATT&CK"

Scan the report and highlight the
behavioral elements of the attack

Enterprise tactics

Tactics represent the "why" of an ATT&CK technique or sub-technique. It is the adversary's tactical goal:

; ; g ; Enterprise
the reason for performing an action. For example, an adversary may want to achieve credential access. P

Tactics: 14

= WWhat is the adversary doing at each step
and why?

ID Name Description

TA0043  Reconnaissance The adversary is trying to gather information they can use to plan future operations.

| Th iS tra i n i n g u Ses M |TR E ATT&CK as th e TA0042  Resource Development  The adversary is trying to establish resources they can use to support operations.
Vocabu |ary for adve rsary TTPS. TA0001 Initial Access The adversary is trying to get into your network.

TA0002  Execution The adversary is trying to run malicious code.

" Fa mi | ia rize yo u rse If With M I TRE ta Cti CS fi rSt, TA0003  Persistence The adversary is trying to maintain their foothold.
th e n |00k U p te Ch n iq UeS . TA0004  Privilege Escalation The adversary is trying to gain higher-level permissions.

TA0005  Defense Evasion The adversary is trying to avoid being detected.

TA0006  Credential Access The adversary is trying to steal account names and passwords.

TA0007  Discovery The adversary is trying to figure out your environment.
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Report Overview o et - g

c 23 fortinet.com/blogfthreat-researchfhow-a-malicious-excel-file-cve-2017-019... ,;, Finish update 3

Fi:RTINET

iE ARTICLE CONTENTS

Read the introduction to get an idea of what
the report is about. By Shiyin Lin | June 05, 2025

Affected platforms: Microsoft Windows
Impacted parties: Windows Users

u Ma ke hig h_l evel m ental nOteS: Impact: Control and Collect Sensitive Information from a Victim's Device

Severity level: Critical

. Platfo rm IS WI n d OWS 0 FortiGuard Labs recently observed a high-severity phishing campaign targeting old version Office Application users

through malicious email attachments. The emails deliver an Excel file designed to exploit the CVE-2017-0199
. . . . vulnerability, a known flaw in old version Microsoft Office's OLE (Object Linking and Embedding) functionality. The
= High level flow: phishing — exploit CVE — | in this campaign iformation-stea s abi
. malware being spread in this campaign is FormBook, an information-stealing malware known for its ability to capture

sensitive data, including login credentials, keystrokes, and clipboard information. Upon opening the malicious Excel file,

d rO p FO rm BOO k ma |Wa re — i nfO Stea | i ng . the malware performs a series of operations, ultimately running the FormBook payload.

2025 Global Threat Landscape
Report E—
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aler Malware FormBook Sp...
Scan & H'ghl'ght
Paused | Dump: Q015F 188 -> D015F181 (0x00000024 bytes) [Time Wasted Debugging: 0:00:48:37 |

Figure 5: WinExec() APl about to be called

The command-line parameter to WinExec() API is “CmbD.exe /C rundl|I32
%tmp%\AdobelD.pdf IEX A" This command is copied by the vulnerable function from the

Scan the reSt Of the l'e port and crafted equation data, as shown in Figure 4. As a result, the extracted 64-bit DLL file,
h i g h I ig ht be h av i ors AdobelD.pdf, is executed by rundll32.exe.

Dissecting the Extracted 64-bit DIl File

. Save the report aS PDF and use the Baseq on my ?nalysis, the 64-bit DLL acts as a downloader and installer for Formbook. Let’s
highlighter feature in your PDF reader. eramine how fworke:

» Persistence Mechanism

. YOU may Want tO use tWO hlghllghter It adds a key into “HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run,” with the
colors, e.g. blue for behavior and green following settings
for indicator.

Key name: “"RtkAudUService”
Key value: "C:\Windows\System32\rundl|l32.exe C:\Users\win-
10\AppData\Roaming\Templates\AdobelD.pdf, [EX”

This ensures the malicious command-line command executes automatically at the
system’s startup. Figure 6 shows the added auto-run item in the system registry.
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Add Tactics and
Techniques

Go over the report a 2"d time and add in
the tactics and techniques.

Write the tactic first.

Then write the technique.

Look up the full name and identifier of
each tactic and technique; this will be
save time later.

Remember: Attack Flow does not
require technique to be filled in.
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ler Malware FormBook Sp... ™ C e ik - |—'|"
Edits . & L

Dump: QD197 188 -> 0015F 181 (0x0000002A bytes) Time Wasted Debugging: 0:00:48:37 |

Figure 5: WinExec() API about to be called

The command-line parameter to WinExec() API is “CmbD.exe /C rundlI32
%tmp%\AdobelD.pdf IEX A" This command is copied by the vulnerable function from the
crafted equation data, as shown in Figure 4. As a result, the extracted 64-bit DLL file,
AdobelD.pdf, is executed by rundli32.exe.

Dissecting the Extracted 64-bit DIl File

Based on my analysis, the 64-bit DLL acts as a downloader and installer for Formbook. Let’s
examine how it works.

» Persistence Mechanism

It adds a key into "HKCU\SOF TWARE\Microsoft\Windows\CurrentVersion\Run,” with the
following settings:

Key name: "RtkAudUService”
Key value: “"C:\Windows\System32\rundlI32.exe C:\Users\win-
10\AppData\Roaming\Templates\AdobelD.pdf, IEX"

This ensures the malicious command-line command executes automatically at the
system’s startup. Figure 6 shows the added auto-run item in the system registry.




How to Identify Techniques?

L ] [ ] m MITRE ATT&CK®

@© ?% attack.mitre.org

Matrices ~ Tactics ~ Techniques ~ Defenses ~ CTl ~ Resources ~

rundl32]

tem Binary Proxy Exe n: Rundll32, Sub-technique T1218.011 - Enterprise
System Binary Proxy Execution: Rundll32 Adversaries may abuse rundll32.exe to proxy execution of malicious code. l ' S e th e S ea rC h
Using rundll32.exe, vice executing directly (i.e. Shared Modules), may avoid triggering security tools that may not ...
2015 Ukraine Electric Power Attack, Campaign C0028
... al Basic During the 2015 Ukraine Electric Power Attack, Sandworm Team installed a VBA script called e a l l re O I I

vba_macro.exe. This macro dropped FONTCACHE.DAT, the primary BlackEnergy implant; rundll32.exe, for executing
the malware; NTUSER.log, an empty file; and desktop.ini, the default file used to determine folder displays on

Windows machines. [1] Enterprise T1136 .002 Create Account:... a tta C k m i tre O rg
| n n

Windows Rec , Data Source DS002
... key. index=security sourcetype="WinEventLog:Security” EventCode=4663 ObjectName="*\SAM" | where

ProcessName IN ("reg.exe”, "powershell.exe”, "wmic.exe", "schtasks.exe", "cmd.exe", "rundll32.exe", "mimikatz.exe”,

"procdump.exe") .004 LSA Secrets Monitor for the LSA secrets are stored in the registry at
HKEY_LOCAL_MACHINE\SECURITY\Policy\Secrets being accessed Analytic 1 - Unaut...

... Registry, Network Sniffing, Phishing: Spearphishing Attachment, Process Injection, Remote Services, Remote

Quetam Niernvary Remnta Quetam Niernvary Quetam Rinarv Pravu Fyarntinn: Rundll2? Quetam Firmwara
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How to Identify Techniques?

[ ] [ ] m Defense Evasion, Tactic TAOL X +
& 23 attack.mitre.orgftactics/TAO005/

Matrices ~ Tactics ~ T rundl32

Benefactors  Blog &'

MITRE | ATT&CK'

Home > 5 = e > Defense Evasion

Defense Evasion

The adversary is trying to avoid being detected.

Defense Evasion consists of techniques that adversaries use to avoid detection
throughout their compromise. Techniques used for defense evasion include
uninstalling/disabling security software or obfuscating/encrypting data and scripts.
Adversaries also leverage and abuse trusted processes to hide and masquerade their
malware. Other tactics’ techniques are cross-listed here when those techniques include

the added benefit of subverting defenses.

Techniques

Name Description

ID: TADDOS
Created: 17 October 2018
Last Modified: 25 April 2025

Version Permalink

Techniques: 45

Abuse Elevation Control Adversaries may circumvent mechanisms designed to control elevate privileges to gain
Mechanism higher-level permissions. Most modern systems contain native elevation control
mechanisms that are intended to limit privileges that a user can perform on a machine.

Go to the tactic page
and search within
that page

Center for Threat
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How to Identify Techniques?

[ ] [ ] & ATT&CK Powered Suit % +

ATT&CK Center for Threat
Powered Suit MITRE Inefgrfl:eg rDef:;:;e

Select all | none

@D Tactics @D Mitigations @D Enterprise
@D Techniques @D Software ICS

@D Sub-techniques @D Groups Mobile
@D Campaigns @D Data Sources Deprecated

to include ir

T1218.011 System Binary Proxy Execution: Rundll32

...undocumented shell32.dIl functions Control_RunDLL and Control_RunDLLAs -. Double-clicking a .cpl
file also causes rundll32.exe to execute.l'! For example, ClickOnce can be proxied through Rundll32.exe.

Rundll32 can also be used to execute scnpts such as JavaScrlpt This can be done using a syntax similar
to this: runc E
"sdocume it b script:ht

Name (7] Summary ] Link(Z] Goto[#

T1127.002 Trusted Developer Utilities Proxy Execution: ClickOnce

...visits a malicious website, the .NET malware is disguised as legitimate software and a ClickOnce popup is
displayed for installation. ™!

Adversaries may also abuse ClickOnce to execute malware via a Rundll32 script using the command

(&) £} ATTRCK Powered Suit  chrome-extension://gfhomppaadldngjnmbefmmiokgefjdddfindex.html v & E}

ATT&CK Powered Suit

https://ctid.io/suit
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How to Identify Techniques?

® 0 ® @ chaerT X  +

c 2% chatgpt.com/?utm_source=google&utm_medium=paidsearch_brand&utm_campaign=DEPT_SEM_... ¢ & o3

ChatGPT Signup forfree (%)

What MITRE ATT&CK technique does the following snippet most
closely align to? "As a result, the extracted 64-bit DLL file,
AdobelD.pdf, is executed by rundll32.exe."

Ask an LLM

The behavior described in the snippet:
“As a result, the extracted 64-bit DLL file, AdobelD.pdf, is executed by rundlI32.exe.”

most closely aligns to the MITRE ATT&CK technique:

T1218.011 - Signed Binary Proxy Execution: Rundll32 B Ut always d O u bl e Ch e Ck ItS
= Sub-technique of: T1218 — Signed Binary Proxy Execution O u t p u t )

MITRE ATT&CK Description: "Adversaries may use rundll32.exe to proxy execution of malicious
code. Rundll32.exe is a legitimate Windows utili** used to load and run DLLs. Adversaries can abuse

it to execute malicious code in DLLs, including v.wruscated or masqueraded files."

\l) Attach P Search o

nportant info.

Center for Threat
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Step 3.0: Create the Flow

Set up the flow metadata

(i.e. yourself or your
organization)

Add your references

Set the flow type

MITRE | Fiomed'oetonse
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Create a new, blank flow
Add the author information

Mame

FormBook Spread via Phishing

Description

Fortinet's FortiGuard Labs observed a
phishing campaign in the wild that delivered
a malicious Word document as an
attachment. This document contained
crafted data designed to exploit the
vulnerability CVE-2017-11882. After
conducting an in-depth analysis, it was
discovered that the campaign was spreading
a new variant of Formbook.

Author

* Center for Threat-Informed Defense
Mame
Center for Threat-Informed Defense

Identity Class

Organization

Contact Information

ctid@mitre.org

13

Scope

Campaign

External References

v Infostealer Malware FormBook Spre... X

Source Mame

Infostealer Malware FormBook Spread via
Phishing Campaign - Part |

Description

Blog post from FortiGuard labs about
FormBook campaign.

Url
https://www.fortinet.com/blog/threat-
research/infostealer-malware-formbook-
spread-via-phishing-campaign-part-i
Add
Created
7/2/2025, 12:51 PM

America/New York



Step 3.1: Create Actions

from TTPs

Review your annotations and
create an action for each TTP.

= Enter the tactic and technique for
each action.

= Write (or copy/paste) a description
for each action.

MITRE ‘ Center for Threat
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[@ nttps://center-for-threat-informed-defense.github.io/attack-flowjuif

M File Edit View Help

Spearphishing Attachment

sz
Exploitation for Client Exscution

st
Windows €ommand Shell

nnnnnnn

0 Selected

14

Encrypted/Encaded File

Masguerads File Type

[ S—

~ PROPERTIES

Name

FormBook Spread via Phishing

Description
Fortinet's FortiGuard Labs observed a
phishing campaign in the wild that delivered
a malicious Word document as an
attachment. This document contained
crafted data designed to exploit the
vulnerability CVE-2017-11882. After
conducting an in-depth analysis, it was

discovered that the campaign was spreading
a new variant of Formbook

Author

» Center for Threat-Informed Defense
Scope

Campaign
External References

» Infostealer Malware FormBook Spre... %

Add
Created
7/2/2025,12:51 PM

America/New York

» PROBLEMS



Step 3.2: Connect Actions

Remember: a connection
represents a dependency.

= Connect actions together to
show the adversary’s flow from
initial stages to outcomes.

* Flows can branch out and
branch back together. Use
operators if needed.

MITRE ‘ Center for Threat
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® © ® [0 Attack Flow Builder

0 Selected

+

m https://center-for-threat-informed-defense.github.io/attack-flow/ui/

View Help
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[N,

.....

~ PROPERTIES

Name
FormBook Spread via Phishing

Description
Fortinet’s FortiGuard Labs observed a
phishing campaign in the wild that delivered
a malicious Word document as an
attachment. This document contained
crafted data designed to exploit the
vulnerability CVE-2017-11882. After
conducting an in-depth analysis, it was
discovered that the campaign was spreading
a new variant of Formbook

Author

+ Center for Threat-Informed Defense
Scope

Campaign
External References

+ Infostealer Malware FormBook Spre...

Add
Created
7/2/2025,12:51 PM

America/New York

» PROBLEMS



Step 4: Add Context (I0OCs,
Assets, etc.)

® © ® [0 Attack Flow Builder X =+

Enrich the flow with indicators 0B s

M File Edit View Help

and other data objects.

st
Spearphishing Attachment
Name

] FormBook Spread via Phishing

Description

Fortinet’s FortiGuard Labs observed a
phishing campaign in the wild that delivered
a malicious Word document as an
attachment. This document contained
crafted data designed to exploit the

e vulnerability CVE-2017-11882. After

Malicious File conducting an in-depth analysis, it was
discovered that the campaign was spreading
a new variant of Formbook

= Attack Flow Assets and
Conditions

= STIX objects: indicators, CVEs,
etC 0 Sc'op(:enter for Threat-Informed Defense

Campaign

FILE
order0087.docx

Author

External References
+ Infostealer Malware FormBook Spre... *

Add

ACTION Created
Encrypted/Encoded Fila
7/2/2025,12:51 PM

America/New York

seron
Embedded Payloads

jeriatr] is obfuscated with

FLE

Algeria.rtf

» PROBLEMS

0 Selected [ Autosaved
MITRE ‘ Center for Threat
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MITRE |

When you’re finished...

= Everyone's attack flow will look a
little different — there's no “right
answer’.

= Flow construction should be based
on the intended audience.

Center for Threat
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Let’s Build a Flow!

[0 Attack Flow Builder

G @ localhost:5173 & 0 ®

Finish update :

M File Edit View Help

Attak Flow Bilder MITRE | G,

OPEN FILE
[5 New Flow [= Open Flow
Create a new, blank Flow. Open an existing Flow.
RESOURCES
«? Example Flows <« Builder Help
Visit a list of example Flows. Read the Builder's User Guide.
ctid.io/afb
Center for Threat
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End of Section 3
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