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Fortinet’s FortiGuard Labs observed a phishing campaign in the wild that delivered a
malicious Word document as an attachment. This document contained crafted data
designed to exploit the vulnerability CVE-2017-11882. After conducting an in-depth
analysis, | discovered that the campaign was spreading a new variant of Formbook.
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Formbook is information-stealing malware targeting Windows users. It steals sensitive data
from compromised systems, including stored credentials from popular software, the victim’s
keystrokes, screenshots, and system clipboard data.

2025 Global Threat Landscape Report

Use this report to understand the latest attacker tactics,
assess your exposure, and prioritize action before the next
exploit hits your environment.

Download Now

| will present my research into this malware in a series of analysis blogs. This first one
provides insights into how the phishing email tricks the recipient into opening the attached
Word document, how it exploits the vulnerability CVE-2017-11882 with crafted equation
data, how it downloads and decrypts the fileless FormBook executable, and how it
ultimately executes the FormBook malware in a selected target process via process
hollowing.

Phishing Email Initialization


https://www.fortinet.com/resources/reports/threat-landscape-report?utm_content=blog-fglabs-ribbon

(=] 8 R @ - [virus detected] sales orde sage (HTML)

File Message Developer w Tellm you want to do

"N GEEE <info @ mmm—" >
|
|virus detected| sales order
| 1
0 If there are problems with how this message is displayed, click here to view it in a web browser

Click heg ictures, To help protect your privacy, Outlook prevented automatic download of some pictures in this message.

= order0087.docx

L ﬂ 248 KB ’
Dear o

Please find the the attached sales order.

In case you need any assistance, feel free to get in touch,

&n bsp; &nbs p;

=

Thanks & Regards,

G

I Ergineering System |
I Technical Solution|

,:_'Descrlprlon: Description: Description: Description: Description: Description: Logo big 2000x3000
w.Description: Description: Description: Description: Description: Description: Name Big 4500x1000
Registered office:

Survey No I -
Mobile: +91 727

E-mail: g me— () S 01
Website: wivw. IR .COM

Save A TREE ! Please do not print this email/attachments unless you really need it .

Figure 1: Example of the phishing email

The phishing campaign starts with an email disguised as a sales order urging the recipient
(CIopEntNeEits cneenNerIEeeamER® As shown in Figure 1, FortiMail has flagged the email

as “[virus detected]” in the Subject line to warn the recipient.

TAO0001 Initial Access
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Figure 2: Inner view of the Word document

DhenatiachenNorcico camenmoraier008Atoes) is saved in OOXML (Office Open XML)

format and compressed as a ZIP archive. Figure 2 reveals the relevant files and file contents
inside the Word document. A0002 Execution
T1204.002 Malicious File

WhSREhere cipicnuopeEnsHenVomite e@meEm, the “<w:altChunk>" node within

document.xml is parsed, GElomatioalyloatingIamexiemmafilemigenamiy as shown in
Figure 2. TA0005 Defense Evasion

T1027.009 Embedded Payloads

Exploiting CVE-2017-11882 TA0005 Defense Evasion
T1027.001 Binary Padding
The RTF file (“Algeria.rtf”) is obfuscated with a large amount of junk data. After de-

obfuscating the RTF file, two embedded binary objects (leading by “\objdata” tag) can be
found within it. TA0005 Defense Evasion

T1027.009 Embedded Payloads
The first binary object is a package containing a 64-bit DLL file, as shown in Figure 3. i@

SunfiepnameciAcebeIDIpafy is extracted to the system %temp% folder when the RTF is

opened in Microsoft Word.
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Figure 3: A 64-bit DLL file contained in the RTF file

The second binary object is in OLE format and contains crafted equation data intended for
Microsoft Equation Editor 3.0. When Word parses the RTF file, this exploits the CVE-2017-
11882 vulnerability. TA0041 Execution

T1203 Exploitation for Client Execution
CVE-2017-11882 is a known remote code execution (RCE) vulnerability in Microsoft
Equation Editor (EQNEDT32.EXE).

B3 FlexHEX - [extracted_equation_data_ole] — O x

File Stream Edit Search Navigate View Tools Window Help

OPE &@ wa HRE X LA FNMNMNM &

B extracted_equation_dam_olel « » X
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RARRRART R fi!l AR AR AR nnAh AR IR AN AR AR AR AR l‘_fl nAR AR AR
< >
X[= :
: u extracted_equation_data_ole
w|| 5] 010le Command-Line
5 [=] \."01CompOb;j
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S| O e
« . Stream | '
Ready Selected: 4 bytes [ UNCHANGED OVERWRITE

Figure 4: The extracted equation data from the RTF file

Parsing the crafted equation data in EQNEDT32.EXE causes a buffer overflow, and the
return address of the vulnerable function is overwritten with 0x430C12, as seen in Figure 4.
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The instruction at 0x430C12 is “call ds:WinExec(),” which is called after the buffer overflow
occurs and the vulnerable function returns to this address. Figure 5 shows a screenshot of
EQNEDT32.exe calling this APl at 0x430C12.

ﬂ EQNEDT32.EXE - PID: 5404 - Module: eqnedt32.exe - Thread: Main Thread 6336 - x32dbg —_ | | X
File View Debug Tradng Plugins Favourites Options Help Feb 19 2024 (TitanEngine)
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00430C11 __Irh S = — =
Tcall dword per dsi[winExecs] | EAX 00000001
DD430CLE | —— 205% * EBX  00624EAQ
00430C1B | | jae eqnedt32.430C43 ECX 00000000 .
00430C21 Tea eax,dword ptr ss:febp-100] EDX D019EFAD Tw Cen MT Condensed E»
00430C27 | | push eax EBP 41202058
00430C28 ush &0 ESP 0019F00C
00430C2A zall eqnedt32.427680 ESI  DOG24F44
00430C2F | | add esp,8 EDI  0019F1B8 -
D0430C32 push 1 < >
00430C34 lea eax,dword ptr ss:Qebp-100] =
00430C3A gus_h eax v LDefault (stdcald v |5 /[ unlocked
nNAINC IR ! Araz | >l
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TA0002 Execution Figure 5: WinExec() API about to be called

T1059.003 Windows Command Shell
The
impee) acobeIDIpeIfIEXAR This command is copied by the vulnerable function from the
crafted equation data, as shown in Figure 4. GSiacSulNSIEXS ¢ tConc=bimDinmfils)

AdobelD.pdf, is executed by rundli32.exe. TA0005 Defense Evasion
T1218.011 Rundli32

Dissecting the Extracted 64-bit DIl File

Based on my analysis, the 64-bit DLL acts as a downloader and installer for Formbook. Let’s
examine how it works.

¢ Persistence Mechanism

It adds a key into “HKCU\SOF TWARE\Microsoft\Windows\CurrentVersion\Run,” with the
G EETREE TA0003 Persistence

T1547.001 Registry Run Keys / Startup Folder
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This ensures the malicious command-line command executes automatically at the
system’s startup. Figure 6 shows the added auto-run item in the system registry.

§ Registry Editor — a X

File Edit View Favorites Help

NT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run l

Privacy A || Name Type Data
PushNotific o

RADAR
RulesEngin
Run

ab) (Nef R alue not set)
AOERINEIETSE REG SZ  C:\Windows\System32\rundli32.exe C:\Users\win~TO\AppData\Ruaming\Templata\AdobeID.pdf,IEXI

ablyN_LUMNJO REG_SZ  C:\Program Files (x86)\Windows Phote Viewer\ImagingDevices.exe

RunQOnce
Screensave ¥
>

Figure 6: Registry entry for persistence

Correspondingly, it:
1> Creates a folder named “Templates” under the %appdata% folder.

2> Copies the extracted 64-bit DLL into the new folder by executing the following
command-line command:

“cmd.exe /c copy C:\Users\%username%\AppData\Local\Temp\AdobelD.pdf
C:\Users\%username%\AppData\Roaming\Templates”

« Formbook Payload Download TA0005 Defense Evasion
T1036.008 Masquerade File Type

The Formbook payload is disguised as a picture file (PNG) to be downloaded. The URL
to the PNG file is:

To retrieve the payload, it uses multiple Windows API functions, including:
TA0011 Command and Control

WinHttpCrackUrl(), T1105 Ingress Tool Transfer

WinHttpOpen(),
WinHttpConnect(),
WinHttpOpenRequest(),
WinHttpSendRequest(),
WinHttpQueryOption(),



https://www.fortinet.com/blog/threat-research/infostealer-malware-formbook-spread-via-phishing-campaign-part-i/_jcr_content/root/responsivegrid/table_content/par/image_42827205.img.jpeg/1744749235586/fig06-infostealer-phishing-email.jpeg
Mark Haase

Mark Haase

Mark Haase

Mark Haase
TA0005 Defense Evasion
T1036.008 Masquerade File Type

Mark Haase
TA0011 Command and Control
T1105 Ingress Tool Transfer

Mark Haase


WinHttpReceiveResponse(),
WinHttpQueryDataAvailable()

WinHttpReadData()

o Payload Analysis

| manually downloaded the PNG file to analyze it. Its size is 0x47000 (284KB). | then
rather than a legitimate PNG (Figure 7).

observed that its content is encrypted
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Figure 7: The encrypted content of the downloaded “PNG” file

GiNaymEsISEEmimBiguE® The decrypted FormBook can be seen in the memory at the
TA0005 Defense Evasion

T1027.013 Encrypted/Encoded File
The decryption key is generated from a hardcoded string, “H10X2WsgMLPKvGKkQ."

bottom.
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Figure 8: Decrypted FormBook executable in memory

Performing Process Hollowing

To evade detection by endpoint security software, the FormBook payload executable is kept
entirely in the memory. Since it does not write the decrypted Formbook to a local file to
execute, this is a fileless variant of FormBook.

TA0005 Defense Evasion
T1055.012 Process Hollowing

o Target Process
This variant of FormBook chooses “C:\Program Files (x86)\Windows Photo
Viewer\ImagingDevices.exe” as a target process to run the decrypted FormBook via
process hollowing.

The full path of the target process is hardcoded in the variant, which is passed to
CreateProcessinternalW() API.
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TA0005 Defense Evasion
T1055.012 Process Hollowing


In Figure 9 below, we see that the process is about to call the
CreateProcessinternalW() API, whose second parameter (RDX holds) is a string of the
full path of the target process. The sixth parameter ([rsp+30]) represents the

CreationFlag.
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Figure 9: About to create a suspended target process

The value for the CreationFlag is 0x808040C, which is a combination of the following

flags:

CREATE_SUSPENDED
DETACHED_PROCESS
CREATE_UNICODE_ENVIRONMENT
CREATE_NO_WINDOW

This ultimately creates a suspended “ImagingDevices.exe” process.
» Mapping FormBook to Target Process

The malware employs sophisticated process injection techniques:

It creates a temporary and invisible file by calling two APls:

GetTempFileNameW()
NtCreateFile()




It then calls NtWriteFile() to write the decrypted FormBook executable into the invisible
temporary file.
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Figure 10: Decrypted FormBook written to a hidden temporary file

Next, it calls NtCreateSection() API to create a memory section object from the
temporary file, whose file handle is passed to the API. It then maps the section object
into the target process (ImagingDevices.exe) by calling the Windows native API
NtMapViewOfSection(). It also returns the address of the mapped FormBook inside the
target process.

At that point, the decrypted FormBook has been copied into the target process.
e Running FormBook

Next, it calls the Wow64GetThreadContext() API to retrieve the thread context (the
CPU register value/state) of the suspended target process. It then modifies the value
of some registers so the target process points to the mapped FormBook.

The corresponding API, Wow64SetThreadContext(), is then called to apply the
modified registers to the target process.
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Figure 11: FormBook about to call the Wow64SetThreadContext() API

Figure 11 shows the WOW64_CONTEXT data in memory. It only modifies two register
values, EAX to 0x6E1550 and EBX to 0x2D0ODO.

Why does it only modify those two registers rather than EIP? The selective
modification of only EAX and EBX becomes clear when examining the target process's
suspended state. The process has been intercepted at the execution

of RtlUserThreadStart(), where EAX holds the thread function address and

EBX contains the parameter to be passed to this thread function.

Now, the value of EAX holds the entry point of FormBook inside the target process,
where FormBook'’s base address is 0x6E0000.

It finally calls the Windows native API, NtResumeThread(), to resume the target
process, and the RtlUserThreadStart() API is invoked to run the FormBook payload in a
newly created thread.

Summary

In this first part of the blog series on the FormBook malware, | presented the entire process,
from the phishing email to how the FormBook payload is downloaded, decrypted, and
deployed in a targeted process.
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Figure 12: Workflow diagram of this FormBook campaign

To start, | presented the phishing email we discovered that was designed to trick recipients
into opening a fake sales order attachment. Once the attached Word document is opened
on the targeted device, it extracts a 64-bit DLL file, disguised as "AdobelD.pdf,” into the
system’s temporary folder. At the same time, it exploits the CVE-2017-11882 vulnerability in
Microsoft Equation Editor 3.0 to execute the extracted DLL.

The DLL file is launched via rundll32.exe, establishing persistence on the victim’s system by
adding an auto-run item to the system registry. Additionally, it downloads and decrypts the
FormBook executable file.

| then provided a detailed explanation of how the decrypted FormBook payload is deployed
in a target process (C:\Program Files (x86)\Windows Photo Viewer\ImagingDevices.exe)
through process hollowing, as well as the Windows-native APIs it calls to accomplish this
task.

In Part Il of this series, | will present the anti-analysis techniques used in this variant of
FormBook and how FormBook leverages the Heaven’s Gate technique to prevent analysis
and detection. I'll also cover how it collects sensitive data from the compromised device, its
communications with its command and control (C2) server, and the specific C&C commands
it uses to control the victim’s system. Stay tuned.
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Fortinet Protections

Fortinet customers are already protected from this campaign with FortiGuard’'s AntiSPAM,
Web Filtering, IPS, and AntiVirus services as follows:

The FortiGuard’s Anti-Botnet Service has blocked the DNS requests for downloading the
FormBook variant.

The relevant URL downloading the PNG file is rated as “Malicious Websites” by the
FortiGuard Web Filtering service.

FortiMail recognizes the phishing email as “virus detected.” In addition, real-time anti-
phishing provided by FortiSandbox embedded in Fortinet’s FortiMail, web filtering, and
antivirus solutions provides advanced protection against both known and unknown phishing
attempts.

FortiGuard IPS service detects the vulnerability exploit against CVE-2017-11882 with the
signature “MS.Office. EQNEDT32.EXE.Equation.Parsing.Memory.Corruption”.

FortiGuard Antivirus service detects the malicious Word document, the embedded RTF file,
the extracted 64-bit DIl file as well as the decrypted FormBook with the following AV
signatures.

MSWord/Formbook.9184!tr
RTF/CVE_2017.11882.FB!exploit
W64 /Formbook.RT!tr
W32/Formbook.AAltr

FortiGate, FortiMail, FortiClient, and FortiEDR support the FortiGuard AntiVirus service. The
FortiGuard AntiVirus engine is part of each solution. As a result, customers who have these
products with up-to-date protections are already protected.

To stay informed of new and emerging threats, you can sign up to receive future alerts.

We also suggest our readers go through the free NSE training: NSE 1 - Information
Security Awareness, a module on Internet threats designed to help end users learn how to
identify and protect themselves from phishing attacks.

If you believe this or any other cybersecurity threat has impacted your organization, please
contact our Global FortiGuard Incident Response Team.
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