
Online Training

Attack Flow Training:

4 – Visualization
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Agenda
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▪ 1 – Introduction to Attack Flow

▪ 2 – Using Attack Flow Builder

▪ 3 – Building An Attack Flow

▪ 4 – Visualization

▪ 5 – What’s New in V3?
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What is Flow Visualization?

▪ Attack Flow is 

inherently visual – but 

a single mode of 

visualization.

▪ This might be limiting for 

certain audience or 

purposes.

▪ Flow Visualization 

means to represent 

existing flows in new 

ways.
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Why Flow Visualization?

1. Save time through 

automation

▪ Automate artifacts that 

are currently made by 

hand (or not at all)
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Two Goals

2. Generate insights

▪ View data in new ways, 

or mashed up with other 

data sources

▪ Derive new insights
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Using Visualization
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▪ Visualizations are hosted on a platform called 

Observable that is separate from Attack Flow 

Builder.

▪ This allows us to try new things, take risks, 

and iterate quickly without diluting the quality 

of Attack Flow Builder.

▪ You can find a list of all the visualizations on 

the Attack Flow website.

▪ All the visualizations run in the browser and 

your data stays private.

▪ Go to https://ctid.io/flow and click 

“Vis a i ati n”

https://ctid.io/flow
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Visualization: TTP Table
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TTP Table
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CISA often publishes a 

table of MITRE ATT&CK 

TTPs that summarizes an 

advisory.
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TTP Table
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Flow Visualization 

generates a TTP table 

automatically from a flow.
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TTP Table
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Copy and paste the table 

into a Word document or 

a web page.
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Timeline

Inspired by 

CTI reports 

that include a 

timeline of 

events.
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Timeline
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Turn a flow into a 

timeline. Download for 

use in presentations.

The flow must contain 

execution timestamps.
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Timeline

@2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. 

APPROVED FOR LIMITED RELEASE. DOCUMENT NUMBER 25-00912-9.

                     
               
  ans        ne a  e
 h      in instan es

                     
                     
    i ati n
     its  h      in  V 
t   et    e e e  ti n

                     
         
 nsta  s a we  she  
     e sisten e

                    
                 
 a es a  anta e    an
in    e t     n i    

                    
               
 et  sha  w
 a es a  anta e    an
in    e t     n i    

                    
                   
 a es a  anta e    an
in    e t     n i    

                    
                 
   te     es  assw   
hashes t   e   e  

                    
   
 ses  e   e e 
 assw   s t  a  ess 



14

Matrix
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Inspired by the 

MITRE 

ATT&CK 

matrix.
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Matrix
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Group all the 

techniques in 

the flow into 

their 

corresponding 

tactics.
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Matrix
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Visualization: Navigator

Mash up Attack 

Flow with an 

ATT&CK Navigator 

layer
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Visualization: Navigator
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Visualization: Tree Map

Inspired by this 

stock market 

visualization that 

shows market 

activity by sector.
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Visualization: Tree Map

The treemap view 

aggregates data 

across multiple 

flows.
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Demo
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End of Section 4
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