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Agenda
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▪ 1 – Introduction to Attack Flow

▪ 2 – Using Attack Flow Builder

▪ 3 – Building An Attack Flow

▪ 4 – Visualization

▪ 5 – What’s New in V3?
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Approach to Flow Building

1. Find appropriate CTI reporting.

2. Annotate the report with TTPs.

3. Create the actions in the flow based on the TTPs.

4. Add additional items for context: IOCs, assets, etc.
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Step 1: Acquire CTI 
Reporting

Look for an appropriate level of 

technical detail and analysis.

▪ This training focuses on finished 

intelligence from a third party…

▪ But you can build flows from internal 

intelligence.

▪ Or lower-level data: alerts, events, 

telemetry, etc – but this requires 

analysis to derive TTPs.
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Step 2: Annotate TTPs

Scan the report and highlight the 

behavioral elements of the attack

▪ What is the adversary doing at each step 

and why?

▪ This training uses MITRE ATT&CK as the 

vocabulary for adversary TTPs.

▪ Familiarize yourself with MITRE tactics first, 

then look up techniques.
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Report Overview

Read the introduction to get an idea of what 

the report is about.

▪ Make high-level mental notes:

▪ Platform is Windows.

▪ High level flow: phishing → exploit CVE → 

drop FormBook malware → info stealing.

@2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC 

RELEASE. DISTRIBUTION UNLIMITED 25-00912-9.



7

Scan & Highlight

Scan the rest of the report and 

highlight behaviors.

▪ Save the report as PDF and use the 

highlighter feature in your PDF reader.

▪ You may want to use two highlighter 

colors, e.g. blue for behavior and green 

for indicator.
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Add Tactics and 
Techniques

Go over the report a 2nd time and add in 

the tactics and techniques.

▪ Write the tactic first.

▪ Then write the technique.

▪ Look up the full name and identifier of 

each tactic and technique; this will be 

save time later.

▪ Remember: Attack Flow does not 

require technique to be filled in.
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How to Identify Techniques?
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Use the search 

feature on 

attack.mitre.org.
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How to Identify Techniques?
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Go to the tactic page 

and search within 

that page
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How to Identify Techniques?
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ATT&CK Powered Suit

https://ctid.io/suit
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How to Identify Techniques?
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Ask an LLM

But always double check its 

output.
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Step 3.0: Create the Flow

Set up the flow metadata

▪ Create a new, blank flow

▪ Add the author information 

(i.e. yourself or your 

organization)

▪ Add your references

▪ Set the flow type
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Step 3.1: Create Actions 
from TTPs

Review your annotations and 

create an action for each TTP.

▪ Enter the tactic and technique for 

each action.

▪ Write (or copy/paste) a description 

for each action.
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Step 3.2: Connect Actions

Remember: a connection 

represents a dependency.

▪ Connect actions together to 

show the adversary’s flow from 

initial stages to outcomes.

▪ Flows can branch out and 

branch back together. Use 

operators if needed.
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Step 4: Add Context (IOCs, 
Assets, etc.)

Enrich the flow with indicators 

and other data objects.

▪ Attack Flow Assets and 

Conditions

▪ STIX objects: indicators, CVEs, 

etc.
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When you’re finished…

▪ Everyone's attack flow will look a 

little different – there's no “right 

answer”.

▪ Flow construction should be based 

on the intended audience.
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Let’s Build a Flow!
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ctid.io/afb
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End of Section 3
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