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Agenda

= 2 — Using Attack Flow Builder
= 3 — Building An Attack Flow
=4 — Visualization

»5 — What's New in V37
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Attack Flow — Motivation
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MITRE

PROBLEM

Defenders often track adversary
behaviors atomically, focusing on
one specific action at a time. This

makes it harder to understand
adversary attacks and to build
effective defenses against those
attacks.

Center for Threat
Informed Defense

SOLUTION

Create a language, and associated
tooling, to describe flows of
ATT&CK techniques and combine
those flows into patterns of
behavior.

\

IMPACT

Help defenders and leaders
understand how adversaries
operate and compose atomic

techniques into attacks to better
understand defensive posture.
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Describing Adversary Behavior

Atomic Behaviors

R

T1105:
Ingress Tool
Transfer

T1132:
Base64
Encoding

T1059.001:
Powershell

Port
Scanning

Sequenced Behaviors
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Tesla Incident: Atomic Behaviors

Tesla cloud systems exploited by hackers to
mine cryptocurrency

Updated: Researchers have discovered that Tesla's AWS cloud systems were compromised for the purpose of
cryptojacking.

ure
Reconnalssance Development Initial Access Execution
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Uitrafne gt be the h
manttee

Best Java bootcamps: Where to

learn Java (and why you should?)

The 9 best cloud storage
services: Cost, free storage, and
features compared

The best smart speakers: Should
you go with Alexa, Siri, or
Google Assistant?

Tesla's cloud environment has been explolted by threat actors to mine cryptocurrencles

discovered

URITY
Hackers spent months
inside a network and

r Tesla nobody noticed. Then a
ransomware gang tumed

y, Cloud security firm Re leased the firm’'s

which documents the disc

deployment, up
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Tesla Incident:
Sequenced B
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External Remote Services

TADOOY

The saversary logs Into the Kubemetes
consol

AcTION st
Non-Standard Port Deploy Container
TADOOS TO002

recmou Eciewave >

Tisn Ti810

The adversary proxies thei mining poal
theough Cioudfiare CON.

The adversary deploys a new container on
the Kubemetes cluster.

AcTIon

Resource Highjacking
TAD040

Tia08

The adversary funs cryptomining saftware in
the cantainer, configured 10 use their private
mining poal.
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Unsecured Credentials

TADOOS

The sdversary can view plaintext AWS keys
In the Kubernetes console.

cTIon
Cloud Accounts

TADOOA

TECHNIGUE ©
TI078.004

The sdversary authenticates to AWS 53

using the discovered credentials

ACTIH

Data from Cloud Storage

Tcne
TAOOGS

T1530

DESCRIFTION
The sdversary can access data in private 53
buckts.

wate

Speculation

The authors of this post previded
speculation about what the attackers could
have dona with the leaked credentials, bt
there is no evidence the adversaries even
Knew aout the credentials.



Attack Flow — What It Is
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What’s Included?

ATTAL‘I(FLOWS ATTACK ATTACK FLOW

P [rmac
=g li
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ATTACK ATTACK W ATTACK
FLOW FLOW FLOW

\\\\

Attack Flow Flow Library Visualization Documentation
Builder _

Web-based tool for A collection of 34 Tools for visualizing User-friendly

creating, editing, and example flows, useful flows for different introduction to flow,

presenting flows. for learning about audiences and easy access to the
Attack Flow, learning SRR librarv. and tools
about breaches, and purp ' y '
data mining.

< Machine Readable (STIX) Data >
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Attack Flow Builder

® © ® [0 Attack Flow Builder x  +

€« < [ nttps:/jcenter-for-threat-informed-defense.github.iofattack-flow/ui/ & & ®  Finishupdate *

= Web-based tool for
creating, editing, and
presenting flows.

PROPERTIES

= Totally private: your flow
data stays in the
browser; we do not
collect it or share it.

PROBLEMS

~ Valid Attack Flow

Center for Threat
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Flow Library

@® © @ [0 Example Flows — Attack Flov X

+

&« [«] 23 center-for-threat-informed-defense.github.iojattack-flowjexample_flows/ [CU +d & 0} @

ATTACK FLOW v3.0.0

Q, Search docs

CONTENTS
Overview
Introduction
Example Flows
Builder

+ Usage Guides
Visualization
Language

Developers

MITRE | S " A collection of 39
example flows, based
ONTH PGt mostly on real-world CTI.

Example Flows

Example Flows

The Attack Flow project includes a corpus of example flows
that may be useful for learning about Attack Flow, studying
high-profile breaches, or mining the data for statistical
patterns. You can download the entire corpus from the Formats
Attack Flow release page, or you can view individual flows

on this page.

List of Examples

= Each example contains
List of Examples references to source
Black Basta Ransomware m ate ri al .

Author: Lauren Parker

Description: Black Basta is a RaaS (Ransomware as a
Service), written in C++, that has been in development
since February 2022 and in active use since April 2022.
Operators using Black Basta employ a double-extortion

technique where they encrypt files on the target systems u O pen e aCh exa m ple i n

and demand payment for the decryption key while also

threatening to leak the information if they are not paid. Atta C k F IOW B u i | d e r 0 r
Open: Attack Flow Builder down I Oad a S i m age .

Download: Attack Flow | STIX | GraphViz (PNG) | Mermaid

MITRE | imed vefense
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[ ] [ ] m Visualization — Attack Flow X +

u u u
VI s u a I I z atl o n &« c 25 center-for-threat-informed-defense.github.io/attack-flow/visualization/

ATTACK FLOW va.0.0 MITRE | Gerter for Theeat

= Extract data from an ATT&CK Navigator
Atta Ck F IOW and Q, Search docs With this visualization, you can visualize an Attack Flow

drawn on top of an ATT&CK Navigator matrix. First, choose

. . a Navigator base layer or supply your own. Then upload an
generate insight by CONTENTS se layer or .

Attack Flow. Finally, preview and download the resulting
Overview visualization.

visualizing it in new ntoducton
a yS Example Flows
ways.

Builder : =
+ Usage Guides
Visualization

Language

= Automatically generate Developers
TTP tables or timeline =
views — a huge time \/
saver. =

Tactic Tahle

Informed Defense

ON THIS PAGE
Visualization
ATT&CK Navigator
Tactic Table
Matrix View
Timeline View

Treemap View

Center for Threat
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Documentation

® © @ [0 overview — Attack Flow v3.0

€« (&) 23 center-for-threat-informed-defense.github.io/attack-flow/overview/

ATTACK FLOW v3.0.0

Q, Search docs

CONTENTS
Overview
Introduction
Example Flows
Builder

+ Usage Guides
Visualization
Language

Developers

MITR

Overview

Defenders think in lists. Attackers think
in graphs. As long as this is true,
attackers will win.

—John Lambert, April 26, 2015

Introduction

The Attack Flow project helps defenders move from
tracking individual adversary behaviors to tracking the
sequences of behaviors that adversaries employ to move
towards their goals. By looking at combinations of
behaviors, defenders learn the relationships between them:
how some techniques set up other techniques, or how
adversaries handles uncertainty and recover from failure.
The project supports a wide variety of use cases: from blue
team to red team, from manual analysis to autonomous
response, and from front-line worker to the C-suite. Attack
Flow provides a common language and toolset for
describing complex, adversarial behavior.

Center for Threat
Informed Defense

ON THIS PAGE
Overview
Introduction

Who is Attack Flow
For?

Use Cases
Get Started

Deep Dive

MITRE | imedvetense

= A complete guide to
learning Attack Flow,
starting from the ground

up.

= | inks to builder tool and
visualizations.

» Usage guides for
applying Attack Flow to
specific job roles.
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Attack Flow — Why It Matters
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Less Ambiguous

» Prose reports contains significant
ambiguity, especially around the order of

ACTION

Impair Defenses: Disable or Modify events, dependencies, and confidence
System Firewall levels.

TACTIC ID

TAODOS ]

R = Attack Flow clarifies how an adversary
T1562.004 works through a sequence of behaviors to
e reach their desired impact.

Batch scripts, such as rdp.bat or SERVI.bat,
are used to modify the firewall to allow
remote administration and RDP.

FILE
SERVL.bat _ _

= Models how adversaries handle failure
COMNFIDENCE

Certain and recove ry.

Center for Threat
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Visualize & Present

» VVisualize attack paths
and chokepoints.

= High quality
presentations for a
variety of audiences,
including execs.

= Combine with other data

to generate insights.

MITRE | Fiomed oefonse

Reconnaissance Resource Initial E i Persistence Privilege Credential
xecution N
Development Access Escalation
—
Phishngfor Acquire Explot Sofw are Valid Valid
Public-F acing
Infornation Access Applica tion Deploym ent Tools Accounts Accounts
Active ‘Am.,,,e N i Command Server Software Abus e Eleva tion
andScip ing §
Scanning ey fos e e __Awouns Intepreter Component Contol Me chanism
Gather Victim TS \ Supply Chain e Croate or Modify Explotation for Explotaton for
Host Infom ation e ST Com Sysiem Pivil Credential Acces s
Gather Victim @D D ows Mana gement Create or Modify 0S Credentia
Pro-0S B
Id entity Info m ation @ / In stru men tation "~ SystemPro cess B
Gather Victim Develop Exernal o o Hijack e vz Steal fp pication
Network Infomation Cap atiios Remote Ser ¢ es fent Execu tion [ExeciboniHon) fo Host Ranoval Access Token
Gather Victim Establish d Exterral Hijack Subv ert Tust Steal or Forge
Org I formation Accounts e Tas Kdob Remole Sew ces Execution Fow Contols Ker beros Tickels.
Search G bsed Obtain Replication Through System e diod SysemBimy) WMoty
Auth entc ation
Sources Cap abilitie s Removable Media Services Process Tas kidob e
Search Open Stage Trusted User Create Domain orTenant
Pre-0S Boot ButeForce
Tec hnical Data basa s Capabllities Rela tions hip Execu tion Account Palicy Mod ification
SearchVictim-Own ed Hardware. e Implant Process Hijack. Network
) dministration
Websites Additions. mand Intemal Image In e ction Execution Flow Snifing
o ——
Search O pen Content < Deploy )r Account Network Bound ary. Fored
S Jobs .
Websites/Dom ains In ction on tane s Manipulation Biidging Auth entc ation
Boot or Modity
Serverl B Steal Web
crvetess ovser Logon Initalization Aut entc ation
Execution Exten sions Process Session Cookie
Sche dued Event Trigge red Im pair TR
Natve AR Auth entic ation
Tas kldob Execution Defenses Interc eption
Cloud Administration Off e Applica tion (T D Gre den tals from
Command Startup Manipulation S Password Sioes

@2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 25-00912-9.



Increase Automation

{} Black Basta Ransomware.json X

= Machine readable

Users > m ~/Downloads/Black Basta Ransomware.json omware.json > ...

L] L] 1
format is compatible B ypers “oundter,
. . "id": "bundle-—c4b15246-0bb4-49ca—8ec4-1cb8f3f1d451",

Wlth STIX, |mp0rt and "spec_version": "2.1",

. "created": "2025-04-25T15:41:36.7462",
eXpOFt IOCS eaSIIy "modified": "2025-04-25T15:41:36.746Z",

"objects": [
. Vlsuallzatlon tOO|S "type": "extension-definition",
. "id": "extension-definition—-fb9c968a-745b-4ade-9b25-c324172197f4",
automatically create "spec_versiont: "2.1",
. "created": "2022-08-02719:34:35.1437",
artlfacts SUCh aS TTP "modified": "2022-08-02T19:34:35.143Z",
"name'": "Attack Flow",
tables Or attaCk "description": "Extends STIX 2.1 with features to create Attack Flows.",
. . "created_by_ref": "identity--fb9c968a-745b-4ade-9b25-c324172197f4", -
tlmellnes_ "schema': "https://center—for-threat-informed-defense.github.io/attack—flow/
"version": "2.0.0", =
. “"extension_types": [
= Open source: coders “new-sdo"
. 1,
can bU||d Custom “external_references": [
. {

tOO“ng "source_name": "Documentation",

"description": "Documentation for Attack Flow",

"url": "https://center-for-threat-informed-defense.github.io/attack-flow

Center for Threat
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Who is it for?

= Cyber Threat Intelligence Analysts
» Use Attack Flow to augment CTI reporting.

» Automatically generate generating artifacts, e.g. export STIX IOCs, generate timeline view,
create TTP table, etc.

» Incident Response

» Use Attack Flow to document incident investigations as they develop.

» Confidence and notes feature to highlight what's known vs unknown and where to focus next.

= Red Team

» Plan red team scenarios based on known threat actors; start at high level and work down to
procedure level.

= Record execution notes and use the flow to debrief blue team.

Center for Threat
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Who is using Attack Flow?

* Global community
from US to EU to
APAC.

* Multinational
corporations and
small business.

 Threat modelers,
red teamers, CTI
analysts,
defenders.

MITRE | emed oetense:

Dave Johnson

®
I've been working on a secret ATT&CK Flow visualization tool

Why? Because it's winter in Wisconsin. &)

What does it do? It generates a graph of attack procedures in a threat
intelligence report automatically, o you get the gist of detailed reports
much faster

1t wil also genera X bundles so you can do adversary emulation in
tools like MITRE Caldera. Or, you can export into an image file to use in a
custom report or presentation.

Drop a comment elow if your interested!

Intelligence #AdversaryEmulation #ATTACKFlow

You &8l see the links, yqu-,
can see the nodes, you

® Comment 2 Repost < Send

o Dewank Pant

Dave Johnson This is great! would love to collaborate on this.

Some thoughts: these attack flow details could also be linked to an

exploit crafting agent to generate n

security testing. This would also be valuable for prompt testing

tools (like Garak, and Pyrit), as jailbreak research papers come out
y other day, this way we could feed in new papers and

generate multiple attack xpand the test sets!

@2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED.

David Greenwood - 1

wt2stix now supports automated Attack Flow extraction for MITRE ATT&CK
referenc n reparts.

I've update the last part of my blog post (linked in the post belol
examples.

ATT&CK Techniques.

Sometimes, ashamedly, | tout full detection coverage for a particular threat.
I show off the ATT&CK Navigator highlighting how all the detections cover the
ATT&CK Techniques an intel team has discovered an adversary to use

The reality is, although this captures a lot of information, and is often better-
than-nothing, it still lacks a ke nponent - time (or flow!) of technigues.

Many people incorrectly read the ATT&CK Matri flow. They assume the flo\
of an attack moves from left to right. This is incorrect in man

an attacker jumps backwards and forwards in their attempts to achieve an
objective.

The point is this; the ATTACK Matrix alone does not provide enough to describe
how an adversary might work and that's where Attack Flows come in.

https://Inkd.infezaPN4rB

Beyond the ATT&CK Matrix: How to Build Dynamic
Attack Flows with STIX

Fo er
Visit my

| en succesfully modeling threat scenarios for over 7 years. Here's how |
recently updated my 'system’ with Attack Flow:

| believe that cybersecurity needs a support function that helps understand
variables (threats) that drive risk + support explicit decision making on what to
do about it.

To do this right, you need a system.

Most teams understand WHY you need to do this. Some even have figured out
HOW. Today, I'll show WHAT you can do right now to integrate this in your
daily workflow using Attack Flow.

Copy it in rinternal procedures and create your own!

Let's make this week count!

If you want systems directly in your mailbox, join our newsletter for the complete]
ones:

GO here: https://Inkd.in/eWwxc5bQ
Found my content usefs

Share it with your network & follow Gert-Jan Bruggink and Venation for more.
v

#CyberSecurity #RiskManagement #ThreatModeling #ThreatScenarios
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End of Section 1
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