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Attack Flow Training:
4 — Visualization

Online Training

'f":, o
Z /’//%///;///

MITRE | iiomed oeiene
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Agenda

» 1 — Introduction to Attack Flow
= 2 — Using Attack Flow Builder
= 3 — Building An Attack Flow

= 5 —What’'s New in V3?

Center for Threat
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What is Flow Visualization?

pasaword required or sccons.

e Extarnai Remte Sarvices

= Attack Flow is
iInherently visual — but = -
a single mode of S B "

Table 1: TA0001 - Initial Access (Enterprise)
Technique Name ATT&CK ID

Cloud Accounts

visualization.

Use

* This might be limiting for
certain audience or
purposes.

Table 2: TA0002 - Execution (Enterprise)

Technique Name ATT&CK ID Use

Oata from Clovd Starage

* Flow Visualization , ——

. " z 2/1/2025, 2:00:00 PM
Password Cracking
: = y - P — Brute forces password
. made hashes to recover.

Command and Scrpting Fle and Dectary

2/1/2025, 11:00:00 AM 2/1/2025, 12:30:00 PM 2/1/2025, 1:30:00 PM

L] L] L] o
. Active Scanning Web Shell letclpasswd and
Scans for vulnerable Installs a web shell letc/shadow
phpMyAdmin instances for persistence Takes advantage of an

incorrectly configur...
WEVE S I —— e
L]

2/1/2025, 12:00:00 PM 2/1/2025, 1:30:00 PM
Exploit Public-Facing Setuid and Setgid
Application Takes advantage of an
Exploits phpMyAdmin CVE incorrectly configur.

to get code execution

2/1/2025, 1:45:00 PM
Internal Defacement

Takes advantage of an
incorrectly configur.

2/1/2025, 2:00:00 PM
SSH

MITRE ‘ Center for Threat @2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. Sotommns 5
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Why Flow Visualization?

Two Goals

1. Save time through 2. Generate insights
automation = View data in new ways,
= Automate artifacts that or mashed up with other
are currently made by data sources
hand (or not at all) = Derive new insights

Center for Threat
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Using Visualization

Visualizations are hosted on a platform called
Observable that is separate from Attack Flow
Builder.

This allows us to try new things, take risks,
and iterate quickly without diluting the quality
of Attack Flow Builder.

You can find a list of all the visualizations on
the Attack Flow website.

All the visualizations run in the browser and
your data stays private.

Go to and click
“Visualization”

[ ] [ ] Observable: Explore and vis b +

&« c 2 observablehqg.com

OP I NBC NEWS G lirio b The Marshal Project "hir

Platform - Resources - Pricing

Introducing the collaborative data canvas

Go faster together. Bring cross-functional stakeholders into the data workflow
by exploring together in real-time. Increase data literacy, discover different
perspectives, and uncover insights as a team.

@

il

> Watch the demo

Center for Threat
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https://ctid.io/flow

Visualization: TTP Table

Center for Threat
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TTP Table

[ ] [ ] @ Iranian Cyber ! Brute X +

@ cisa.gov/news-eventsfcybersecurity-ad...

R ittt 4

CISA often publishes a
Appendix A: MITRE ATT&CK Tactics and Techniques
See Tables 1-12 for all referenced actors’ tactics and techniques in this advisory. For assistance with mapping ta b I e Of M IT R E ATT& C K

I e m_c_K e TTPS th at S u mm ar| Ze S a N
advisory.

The actors obtaine E | through an

Tool ope

Table 3: Initial Access

Table 4: Execution

Center for Threat
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I I I I a b I e @® © ® (?) AttackFlow: Tactic Table [MI X  +

c 2 observablehq.com/d/010f86f3168a6b83

Platform ~  Resources v  Pricing Sign in

How to Use It

First, open a flow in the Attack Flow Builder and choose "File — Publish Attack
Flow" to save the flow in . json format. Note that the flow must contain tactic and
technique IDs. Next, upload that . json file here to generate a tactic table.

F I oW Vi Sua I izati on oy Attack FIoW [Ghoose File | Black Bast...warejson
g e n erate S a TTP ta b I e Table header text |E| #FLE3EL

B neacer | | #005b9
background -

automatically from a flow.

Table 1: TA0001 - Initial Access (Enterprise)
Technique Name ATT&CK ID Use

Phi g: arphishing \
hrr

Table 2: TA0002 - Execution (Enterprise)
Technique Name ATT&CK ID Use

Center for Threat
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Table 1: TA0001 - Initial Access (Enterprise)
Technique Name ATTECK ID Use

Phishing: Spearphishing T 0 ictims receive spear phishing emails with malicious zip
Attachment C

Table 2: TA0002 - Execution (Enterprise)

Technique Name ATT&CK ID Use

User Execution: Malicious  T1204.002

File

System Services: Service 1 ack Basta installs and uses PsExec 10 execute
Execution = ] |

Windows Management T1047 nvoke-TotalExec is used to push out the ransomware
Instrumentation binary.

Command and Scripting T ) Within the malicious files, encoded Powe
Interpreter: PowerShell are used to download additional malicious s

Command and Scripting L[ The extracted files contain malicious macros
Interpreter: Visual Basic

Table 3: TA0003 - Persistence (Enterprise)
Technique Name ATT&CK ID Use

Accounts are created with names such as temp, r, 0
admin.

Benign-looking ces are created for the
ransomware binary.

Center for Threat
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TTP Table

@0 ® ru o NANE) Document]

Home Insert Draw Design Layout References  Mailings Review View [J Comments /7 Editing ~

";"D\. Aptos (Body) + 12

Paste & B I Uwv as X,

Table 1: TA0001 - Initial Access (Enterprise)

g eme—ATTCKID e

Phishing: Spearphishing T1566.001 Victims receive spear phishing emails with
Attachment - malicious zip files attached.

Table 2: TA0002 - Execution (Enterprise) C O py a n d p a Ste th e ta b I e

e P N -
User Execution: 04.002 The zip files are extracted and usually contain a I n to a WO rd d O C u m e n t O r

Malicious File - malicious document, such as a .doc, .pdf, or .xls.

System Services: o Black Basta installs and uses PsExec to execute
W A T1569.002
Service Execution payloads on remote hosts. .

Windows Management T1047 Invoke-TotalExec is used to push out the
Instrumentation — ransomware binary.

Within the malicious files, encoded PowerShell
scripts are used to download additional malicious
scripts.

Command and Scripting
Interpreter: PowerShell

Command :md ScnptlpAg The extracted files contain malicious macros.
Interpreter: Visual Basic

Table 3: TA0003 - Persistence (Enterprise)

e eme—ATISCKID e

Accounts are created with names such as temp, 1,

Create Account T1136 ) K
or admin.

Create or Modify
System Process: T1543.003
Windows Service

Benign-looking services are created for the
ransomware binary.

Table 4: TA0004 - Privilege Escalation (Enterprise)

Center for Threat
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Timeline

Inspired by
CTl reports
that include a
timeline of
events.

Informed Defense"

[ ] [ ] @ InfoSec Musings: What if Ta 4 +

] % security-musings.blogspot.com/2014/06/what-if-target-had... & ¥ & O3

e -

Busstimates

Lo

All of this happened right under the noses of the very people employed to protect the network
and it's data.

(trust me... you want to read that link!)

The immediate questions being:

1. How did they compromise a public facing application to get "inside” the Corporate Network?

Center for Threat
@2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR LIMITED RELEASE. DOCUMENT NUMBER 25-00912-9.
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Attack Flow: Timeline | MITR x +

Ti - E Ii . E € > & 2 observablehq.com/df263cc424a77aacd5

Platform - Resources -~ Pricing

File | Timeline Flow.json

2/1/2025, 2:00:00 PM

Password Cracking

2/1/2025, 11:00:00 AM 2/1/2025, 12:30:00 PM 2{1/2025, 1:30:00 PM

Active Scanning i fetc/passwd and
nerable : hell hadow
instances i

2/1/2025, 12:00:00 PM
Exploit Public-Facing

2/1/2025, 1:45:00 PM
Internal Defacement
Takes adv: fan

Turn a flow into a
timeline. Download for
use in presentations.

The flow must contain
execution timestamps.

Center for Threat
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Timeline

2/1/2025, 11:00:00 AM
Active Scanning
Scans for vulnerable
phpMyAdmin instances

2/1/2025, 12:30:00 PM
Web Shell

Installs a web shell

for persistence

2/1/2025, 2:00:00 PM
Password Cracking
Brute forces password
hashes to recover...

2/1/2025, 1:30:00 PM
letc/passwd and
/etc/shadow

Takes advantage of an
incorrectly configur...

MITRE | Wiomed befeorse

(o)

7\
7

2/1/2025, 12:00:00 PM
Exploit Public-Facing
Application

Exploits phpMyAdmin CVE
to get code execution

@2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED.

o)
o

£\
7

2/1/2025, 1:30:00 PM
Setuid and Setgid
Takes advantage of an
incorrectly configur...

2/1/2025, 1:45:00 PM
Internal Defacement
Takes advantage of an
incorrectly configur...

2/1/2025, 2:00:00 PM
SSH

Uses recovered
passwords to access...

APPROVED FOR LIMITED RELEASE. DOCUMENT NUMBER 25-00912-9. 13



atrix

MITRE |

Inspired by the

Center for Threat
Informed Defense"

® © ® [[ MITRE ATT&CK

(=) 2% attack.mitre.org

MITRE | ATT&CK

ATT&CK Matrix for Enterprise

layout: side =

show sub-techniques  hide sub-techniques

nn - nitial A

11 techniques b tec

MITRE
ATT&CK
matrix.

https:/fattack.mitre.org/tactics/TAOD04
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Matrix

MITRE

Center for Threat

Informed Defense"

ck Fl jew M X ar
2 observablehq.com/d/11f0d433eded{i7b

e Platform - Resources ~ Pricing

MITRE Center for Threat-Informed Defense

By @ Mark E.

: Matrix View

utomatic from an Attack

se File | Black ware jsan

Initial Access Privilege Escalation I

Phishing: Spearphishing  User Execution: Malicious ~ Create Account - Accounts  Account Manipulation System Binary Proxy
Attachment - e are created with names ~ The new accounts are Execution: Regsvr:
receive spe g ac such as temp, r, or admin. e

e |5 administrator's g
zip files attache 3 maintain elevates

Create or Modify System  Domain Policy Indicator Removal on
: i Host: File Deletion
— ElackEasta

Windows Management Mm‘llf\ Registry
Instrumentation cations are made
tal Ex

Command and Scripting. Deobfuscate/Decode Files
Interpreter: PowerShell or Infnnnnnen Due 0
h

Group all the
techniques in
the flow into
their
correspondin
tactics.
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15



Matri

Phishing: Spearphishing

Attachment — Victims
receive spear phishing
emails with malicious
zip files attached.

MITRE |

User Execution: Malicious Create Account — Accounts Account Manipulation
File — The zip files are are created with names — The new accounts are
extracted and usually such as temp, r, or admin. added to the

contain a malicious administrator's group to
document, such as a .d... maintain elevated access.

System Services: Service Create or Modify System Domain Policy
Execution — Black Basta Process: Windows Service Modification: Group
installs and uses PsExec — Benign-looking services Policy Modification — The
to execute payloads on are created for the Group Policy is modified
remote hosts. ransomware binary. for privilege escalati...

Windows Management
Instrumentation

— Invoke-TotalExec is
used to push out the
ransomware binary.

Command and Scripting
Interpreter: PowerShell
— Within the malicious
files, encoded PowerShell
scripts are used to...

Command and Scripting
Interpreter: Visual Basic
— The extracted files

contain malicious macros.

Center for Threat
Informed Defense

System Binary Proxy
Execution: Regsvr32
—regsvr32.exe is used to
execute a malicious DLL

Indicator Removal on
Host: File Deletion

— BlackBasta attempts to
delete malicious batch
files.

Modify Registry
— Modifications are made
to the Registry.

Deobfuscate/Decode Files
or Information — Due to
password protection, the
zip files are able to

bypass some AV detections.

Impair Defenses: Disable
or Modify Tools

— BlackBasta disables
Windows Defender with
batch scripts, such as...

Impair Defenses: Disable
or Modify System Firewall
— Batch scripts, such as
rdp.bat or SERVI.bat, are
used to modify the...

Impair Defenses: Safe
Mode Boot — BlackBasta
uses bcdedit to boot the

Account — Commands are
used to discover domain
account information.

System Network
Configuration Discovery
— Attackers discovered
internal IP addresses
typically found on the...

System Information
Discovery

— GetComputerName is used
to query to the computer
name

File and Directory
Discovery — Once booted
in safe mode, BlackBasta
will iterate through the
entire file system

@2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR LIMITED RELEASE. DOCUMENT NUMBER 25-00912-9.

Credentials from Password Account Discovery: Domain Remote Services: Remote
Stores — Mimkatz is used
to dump passwords.

Desktop Protocol — RDP
used for lateral movement.

Archive C¢
Archive vi
— BlackBas
data from il
systems.
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Visualization: Navigator g

MITRE |

ATT&CK Navigator

Center for Threat
Informed Defense"

< [&] Z; observablehq.com/d/d218e03aab73f0e5

0 Platform ~ Resources ~ Pricing Signin Get started

;J- ‘:ld Attack FIOW ["Ghoose File | Tesla Kub...Breach.json

Select base layer: |

~]

| Choose File | nist-layer.svg

| | #5186db

Mash up Attack [l
Flow with an

layer

@2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR LIMITED RELEASE. DOCUMENT NUMBER 25-00912-9.

17



Visualization: Navigator

. Resource Initial . \ Privilege Defense 4 Credential
Reconnaissance Execution Persistence ; .
Develo pment Access Escalation @asia Yy | Access
Phishihgfor Acquire Byl Softw are Valid Valid Valid se cured
Public-F acing ‘I )
In form atio n Access Applica tion Deployment Tools Accou nts Accou nts Accou nts %' Cre den sl
Active Acquire lid Command Server Software Abus e Eleva tion M odify <
and Scrip ting . dve rsary-in-th e Miie
Scan ning fras truc ture ccou nts In terp ret er Component Contro| Me chanism Syste m ey /
Gather Victim Com promise Supply Chain In ter-Pro cess Cre ate or Mo dify Explot ation for Abus e Elevation Explotation for
Host Info mation Accou nts om promise Com muniase® SysteTFN Privileg e Esamielio) Control Me chanism Cre den tial Acces s
Gather Victim Com promise Drive® nd ows Management Cre ate or Mo dify xplo t ation for 0OS Crede ntial
Pre-OS B
Id entity Info m ation In fras truc ture Com ‘ In stru men tatio n = Syste m Pro cess Defense Evasion Dum ping
Ga ther Victim Deve lop Exter nal - ’v pIo L auon ol Hijack Escape Indicator Steal Ap plication
Net work Info m ation Cap abilitie s Remote Servtes ient Execu tion Execu tion Flow to Host Removal Access Token
Gather Victim Estab lish Umadule d Exter nal Hijack Subv ert Trust Steal or Forge
Org In for mat ion Accou nts PhERRE Tas k/Job Remote Servtes Execu tion Flow Controls Ker beros Tickets
Search C bsed Ob tain Rep lication Thro ugh System oy o ed Syste mBinary Mediyy
) Auth entic ation Auth entic ation
Sources Cap abilitie s Removable Media Services Pro cess Tas k/Job O Xy’ 1 Y ———
Search O pen Stage Truste d User Cre ate Domain or Tena nt
i ) L Pre-OS Boot Brute Force
Tec hnica | Data base s Cap abilitie s Rela tions hip Execu tion Accou nt Policy M od ification
Search Victim-Own ed Har dwar e Implan t Pro cess Hijack Net work
Web sites Addit ions Intem al Imag e In g ction Execu tion Flow Sniffing
Search O pen Content < Dep loy >' Accou nt Net work Bo und ary e
. . S Jobs 0
Web sites/Dom ains In ction on taine r M anipu latio n Bridging Aduth entic ation
Servere ss Bro wser B @ o sy L Steal Web
Logon Initia lization Auth entic ation
Execu tion Exten sions Scripts Pro cess Session Co okie
Scheduled EventTrigge red Im pair ] UItI'F?CtO r
Natiz e AP : Auth entic ation
Tas k/Job Execu tion Defense s In terc eption
Cloud Admiinistra tion Off & e Applica tion Access Token Deb ugg er Cre den tials f rom

MITRE |

Center for Threat
Informed Defense
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Visualization: Tree Map

MITRE

Center for Threat
Informed Defense"

© 00
m
S -2.16% =1.71%
e 0

ol

Inspired by this
stock market
visualization that
shows market
activity by sector.
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Visualization: Tree Ma

(0]

MITRE |

(?) Attack Flow: Treemap | MITR X +

23 observablehq.com/d/8c2d767bd629a8f7

Platform ~ Resources ~ Pricing

How to Use It
upload as many Attack Flows
Attack Flows may i graph g
er (.json) to pull scoring informat
ors for the start and end o
oint using the All items below the
with the start color and all items above the range r

ad a Navig,

e midpoint will be

int will be cc
end color. You can also toggle technique and ta
to customize the chart to your preferen

| No file chosen

() Technigue IDs ] Ta [ Technique Scores

sible Color Palette
Tiling method

Download SVG | ‘ [kad Full Screen |

Lateral Movement

. Keep in mind that too many large
ilt to read. Then, you can upload a

tor
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Defense Evasion

Disable
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Linux.
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flows.
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