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Agenda

» 1 — Introduction to Attack Flow
= 3 — Building An Attack Flow

= 4 — Visualization
= 5 —What's New in V3?
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Overview of Attack Flow Builder
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Web App for Diagramming Attacks

* Open source, web-based tool.

« Similar to Visio: create nodes
(boxes) and connect with edges
(lines).

* Create, edit, export, and present
flows.

* Private: flow data stays in the
browser. We do not collect or
share it.

« Can be hosted at your

organization for additional privacy
& assurance.
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Black Basta is a RaaS (Ransomware as a
Service), written in C++, that has been in
development since February 2022 and in
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technique where they encrypt files on the
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Web App for Diagramming Attacks
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Web App for Diagramming Attacks
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Attack Flow Building Blocks
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Building Blocks: Action

ACTION
Phishing: Spearphishing
Attachment

TACTIC
[ENT] TAQOO1 Initial Access

TECHNIQUE
[ENT] T1566.001 Spearphishing Attachment

DESCRIPTION
Victims receive spear phishing emails with
malicious zip files attached.

CONFIDENCE
Certain

Actions are the backbone of Attack
Flow. They describe what the
adversary is doing at the TTP level
(tactic, technique, procedure).

An action should at least have a name
and description. The name is
displayed in the blue header, the
description is displayed underneath.

Each action may be mapped to
ATT&CK but not required to do so. (It
is called “Attack Flow”, not “ATT&CK
Flow”.)
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ACTION

Phishing: Spearphishing
Attachment

TACTIC
[ENT] TADQOO1 Initial Access

TECHNIQUE
[ENT] T1566.001 Spearphishing Attachment

DESCRIPTION
Victims receive spear phishing emails with
malicious zip files attached.

CONFIDENCE
Certain

Building Blocks: Action Properties

Click on canvas to
display in sidebar

* PROPERTIES

Name

Phishing: Spearphishing Attachment
TTP Mapping

TACT. TAODO

TECH. T1566.001
Description

Victims receive spear phishing emails with
malicious zip files attached.

Confidence

Certain
Execution Start
None
America/New York
Execution End
None

America/New York

Center for Threat
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Building Blocks: Action Confidence

Term
Speculation

Very Doubtful

Doubtful

Even Odds

Probable

Very Probable

Certainty

Description Confidence Value
Information that is purely speculative or hypothetical, 0
e.g. the author imagines a what-if scenario.

Information that is very unlikely to be true. All of the 10
available evidence is against it, or it may have bias in

its reporting, e.g. an adversary providing attribution
information.

Information that is unlikely to be true. Most of the 30
available evidence is against it.

Information that is equally like to be true as not true; a 50
coin flip. The available evidence is equally weighted in
support and against.

Information that is likely to be true. Most of the 70
available evidence supports it.

Information that is very likely to be true. All of the 90
available evidence supports it.

Information that is unquestionably true. 100

Confidence Range
0-0

1-20

21-40

41-60

61-80

81-99

100-100

MITRE | Fermed oetense
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Building Blocks: Action Connections

ACTION
Data from Local System

TACTIC
[ENT] TAQDOS Collection

TECHNIQUE
[ENT] T1005 Data from Local System

DESCRIPTION
The adversary collects data from the local
system.

ACTION
Exfiltration Over C2 Channel

TACTIC
[ENT] TAQD10 Exfiltration

TECHNIQUE
[ENT] T1041 Exfiltration Over C2 Channel

DESCRIPTION
The adversary exfilirates the data.

When an action is connected to
another action, it represents a
precondition that must be satisfied.

The second action cannot occur
unless the first action happens.

The arrows are not chronological!

Center for Threat
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Building Blocks: Condition

CONDITION
Kaspersky running on system
True False

Conditions are used to model decision points
in the attack flow, show how the adversary
responds to failed attempts, or to represent
the state of an asset.

The description is a human-readable text that
Is displayed in the green header.

Can optionally use the STIX Pattern
language for machine-readable condition
evaluation.

Unlike other nodes, conditions have two
types of ports (true, false).
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Building Blocks:
Condition

« NotPetya checks if Kaspersky is running on

the system.

 If yes: corrupts the Master Boot Record.

* |f no:installs a malicious bootloader.

MITRE | Ficmed oetense
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ACTION
Security Software Discovery

TACTIC ID
TAQ0O7

TECHNIQUE ID
T1518.001

DESCRIPTION

Malware starts subroutine and hashes every
running process on the system and sets
PROC_FLAG. It is looking for three hardcoded

hashes: Kaspersky, Symantec, Norton

Security.
CONDITION
Kaspersky running on system
True False

ACTION ACTION
Disk Structure Wipe Bootkit
TACTIC ID TACTIC ID
TA0040 TA0003
TECHNIQUE ID TECHNIQUE ID
T1561.002 T1542.003
DESCRIPTION DESCRIPTION

NotPetya will not encrypt the MFT and will
simply overwrite the first 10 sectors of the
physical disk with uninitialized data. It will
still render the machine unbootable by
overwriting the 2nd section of the C:\,
however, there is the possibility to recover
MBR.

Malware reads and encodes MBR with a
custom boot loader that will encrypt the
MFT.



Building Blocks:
Condition

« Helpful for easing understanding of
complex topics.

« E.g. in NotPetya, the privilege
elevation is complex and
requires knowledge of Windows
internals.

« The condition object makes the
flow easier to read.

MITRE | Ficmed oetense
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ACTION
LSASS Memory

TACTIC ID
TAO006

TECHNIQUE ID
T1003.001

DESCRIPTION

Operates as a modified version of Mimikatz
and uses a named pipe to extract credentials
from LSASS

ACTION
Token Impersonation/Theft

TACTIC ID
TADDO4

TECHNIQUE ID
T1134.001

DESCRIPTION

Duplicates another user’s token and allows
attacker to escalate privileges and
impersonate another user to spread the
malware

CONDITION

User escalated to a different
account

True False

ACTION

Remote Services: SMB/Windows
Admin Shares

TECHNIQUE ID
T1021.002

DESCRIPTION

To move laterally, the malware logs into any
version of SMB with the stolen tokens or
harvested credentials and does a UNC write
to Admin$ to execute malware



Building Blocks: Operator

OR AND

« Operators allow multiple
attack paths to converge.

 The OR operator requires
any of its inputs to succeed

before execution continues.

 The AND operator requires
all its inputs to succeed

before execution continues.

Center for Threat
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Building Blocks: OR
Operator

» NotPetya has two privilege
escalation techniques.

= |f either one succeeds, then it it
can execute its lateral
movement technique.

MITRE | Ficmed oetense
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ACTION
ACTION Token Impersonation/Theft
LSASS Memory
TACTIC ID
TACTIC ID TAD004
TADOOB
TECHNIQUE ID
TECHNIQUE ID T1134.001
T1003.001
DESCRIPTION
DESCRIPTION Duplicates another user's token and allows
Operates as a modified version of Mimikatz attacker to escalate privileges and
and uses a named pipe to extract credentials impersonate another user to spread the
from LSASS malware
OR
ACTION
Remote Services: SMB/Windows
Admin Shares
TECHNIQUE ID
T1021.002
DESCRIPTION
To move laterally, the malware logs into any
version of SMB with the stolen tokens or
harvested credentials and does a UNC write
to Admin$ to execute malware
19



Building Blocks: AND Operator

':’C:;:c“y ::;Il:ismndard Port gLI;royContainu [ ) In the Te Sla fIOW, the
adversary must position
i N N infrastructure, configure a

The adversary proxies their mining pool The adversary proxies their mining pool The adversary deploys a new container on

through Cloudflare CDN. through Cloudflare CDN. the Kubernetes cluster. n O n _Sta n d a rd po rt ’ a n d
deploy a Kubernetes
container.

AND

 If they succeed in all three,

R then they can execute
oo resource hijacking.

The adversary runs cryptomining software in
the container, configured to use their private
mining pool.

Center for Threat
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Building Blocks: Operator Anti-pattern

MITRE |

ACTION
B

Center for Threat
Informed Defense"

A * An operator with a single
input doesn’t do anything.
* This is not recommended.
AND
* We see this in some flows
due to a misunderstanding
o about how to use operators.
C
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Building Blocks: Assets

» Assets represent information
systems, data, or users involved in

an attack.
DESCRIPTION * \ery generalized: it contains only a
The adversary compromises multiple user name and a description.

accounts, including both administrators and

unprivileged users. * You can add additional structured

data using STIX.

Center for Threat
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Building Blocks: Asset Connections

MITRE |

ASSET
Multiple user accounts

DESCRIPTION

The adversary compromises multiple user
accounts, including both administrators and
unprivileged users.

Center for Threat

ACTION
Valid Accounts

TACTIC ID
TAD0O8

TECHNIQUE ID
T1078

DESCRIPTION
The adversary gains access to legitimate
user accounts.

EXECUTION START
1/4/2024, 5:00 AM -05:00

EXECUTION END
1/5/2024, 3:00 AM -05:00

ACTION
Remote Desktop Protocol

TACTIC ID
TADDOS

TECHNIQUE ID
T1021.001

DESCRIPTION

The adversary connects from the Ivanti
appliance to multiple VMs in the NERVE
environment using compromised credentials.

EXECUTION START
1/4/2024, 7:00 PM -05:00

An edge from an action to an asset
indicates that the action modifies
the state of that asset.

An edge from an asset to an action
iIndicates that the action depends
on the state of that asset.

[l i e @2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 25-00912-9.
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Building Blocks: Asset
Anti-pattern

» Actions should connect to other
actions, conditions, or operators in a
continuous chain.

= No other nodes should come
between actions.

MITRE | Fomedveiense
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ACTION
Valid Accounts

TACTIC ID
TA0008

TECHNIQUE ID
T1078

DESCRIPTION
The adversary gains access to legitimate
user accounts.

EXECUTION START
1/4/2024, 5:00 AM -05:00

EXECUTION END
1/5/2024, 3:00 AM -05:00

ASSET
Multiple user accounts

DESCRIPTION

The adversary compromises multiple user
accounts, including both administrators and
unprivileged users.

ACTION
Remote Desktop Protocol

TACTIC ID
TA00O08

TECHNIQUE ID
T1021.001

DESCRIPTION

The adversary connects from the lvanti
appliance to multiple VMs in the NERVE
environment using compromised credentials.

EXECUTION START
1/4/2024, 7:00 PM -05:00



Building Blocks: Asset Structured Data

MITRE

ASSET
Multiple user accounts

DESCRIPTION

The adversary compromises multiple user
accounts, including both administrators and
unprivileged users.

Center for Threat

USER_ACCOUNT

USER NAME
root

IS SERVICE ACCOUNT
False

IS PRIVILEGED
True

USER_ACCOUNT

USER NAME
root

IS SERVICE ACCOUNT
True

IS PRIVILEGED
True

While assets are very simple on
their own (just name and
description) they can be enriched
using additional nodes.

For example, add “User Account”
nodes to an asset; this creates
structured data about the impacted
accounts.
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Attack Flow STIX Nodes

Center for Threat
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STIX Nodes

MITRE |

FILE
afb.exe

SIZE
2048

HASHES
7c86d02a0d31

= Attack flow supports all STIX 2.0
types:

» 18 STIX Domain Object (SDO) Types
» 18 STIX Cyber Observable (SCO) Types

» These types are defined in the STIX
specification; we adhere to that.

= STIX nodes can be connected with
7de0eb587a02fad09008, edges just like any other node.

a/b3dae025b1a/eal8803ddeS5f896f0796 3f

30f9

Center for Threat
Informed Defense"

* You can export an Attack Flow to
a STIX bundle and import it into any
tool that can process STIX
(e.g., OpenCTIl, etc.)

@2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 25-00912-9.
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STIX Nodes

DESCRIPTION

The adversary compromises multiple user
accounts, including both administrators and
unprivileged users.

USER_ACCOUNT

USER NAME
root

IS SERVICE ACCOUNT
False

IS PRIVILEGED
True

USER_ACCOUNT

USER NAME
root

IS SERVICE ACCOUNT
True

IS PRIVILEGED
True

This example (that we saw a

few slides ago) shows the
“User Account” STIX object
enriching an Asset node.

In STIX this is represented by
the "user-account--"
observable type.

Center for Threat
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STIX Nodes

VULNERABILITY
CVE-2023-46805

DESCRIPTION

An authentication bypass vulnerability in the
web component of lvanti ICS 9.x, 22.x and
Ivanti Policy Secure allows a remote attacker

t tricted by b i &
P R e This example shows the

TAOOD1

"Vulnerability” STIX type used

ki VULNERABTLITY

e CVE-2024-21887 to enrich an Action node.

The adversary compromises MITRE's NERVE
system through multiple zero-day

ACTION
Exploit Public-Facing Application

DESCRIPTION

vulnerabilities in Ivanti Connect Secure. A command injection vulnerability in web
EXECUTION START compenents of Ivanti Connect Secure (9.x,
12/31/2023, 7:00 AM -05:00 22.x) and Ivanti Policy Secure (9.x, 22.x)

allows an authenticated administrator to
send specially crafted requests and execute
arbitrary commands on the appliance.

Center for Threat
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STIX Nodes

= All of the properties defined in STIX are
settable and viewable in Attack Flow Builder.

= For example, “File” is a STIX Observable
with 9 property fields.

MITRE | Fomedveiense
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T Ry W
= =N

FoBEd 0230031 7detebb8Ta02f2 4090059,
a7b3dael?5b1afea08803dde SFA0EF0TAGIT

v PROPERTIES

Mame

afb.exe

Mame Enc

Mone

Size

2048

Hashes

» 7cB6d02a0d317deOeb587a02fa...

*» a7b3dae025b1a7ea08803dde5f...

Add

Magic Mumber Hex

Mone



* PROPERTIES

STIX Data Validation

afb.exe

Mame Enc

MNone

Size

2048

Hashes

T AAAA X

STIX is easy to work with in
Attack Flow. .

e - Hash Value
. e | FILE i AAAA

The validator verifies correct | afb.exe |

formatting. | | » a7b3dae025b1a7ea08803dceSt... |
1 SIZE ]
E 2048 i v PROBLEMS
| I
i HASHES E Invalid hash value.
| AAAA, |
i a7b3dae025b1a7ea08803dde5f896f07963f ]
! 30f9 :

A Invalid Attack Flow |
Center for Threat
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End of Section 2
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